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Modern Cryptography studies settings where adversarial behavior might be a concern, and aims
to circumvent such behavior. Recently, powerful technological trends have created new challenges
and opportunities for cryptographic research. We are witnessing an explosive growth in online data
stored by third-party providers in “the cloud”. There are numerous benefits and applications that
can be derived from this paradigm. Together with these benefits, there are also new threats and
avenues for adversarial interference. As sensitive data and computations migrate to the cloud, the
need to simultaneously guarantee privacy, availability of data and correctness of computations is
paramount, and the scale of the challenges is greater than ever.

The Cryptography program at the Simons Institute set out to explore the complex and delicate
cryptographic challenges imposed by this emerging digital reality. We aimed to develop and promote
a paradigm shift in the goals and the thinking of modern cryptography. Moving beyond the
traditional goals of cryptography, namely secure and authenticated communication, and towards
efficient solutions that address increasingly sophisticated computational settings and adversaries.
The program’s scientific goals were organized around several themes:

• Foundational Advancements in Cryptography for The Cloud. Recent years have
seen tremendously exciting cryptographic advances. Most notably, new techniques for fully
homomorphic encryption, program obfuscation, verifiable outsourcing of computations, and
differentially private data analysis. These new developments constitute significant strides
towards addressing the challenges described above. They hold the potential for expanding the
scope of cryptography, providing new and previously unimaginable notions, secure solutions,
and protections against adversarial behavior.

Program participants made foundational advances in the study of verifying the correctness of
computations delegated to the cloud (see Section 1.1) and in understanding the building blocks
of non-malleable cryptography that can provide strong security guarantees in distributed
settings and under tampering attacks (see Section 1.5).

• Towards Securing Computation Efficiently. In a complementary trend, more mature
cryptographic techniques such as secure multi-party computation, garbling circuits and com-
puter programs, and oblivious RAM are seeing significant advances through increasingly
efficient solutions, thus enhancing their practical relevance to addressing real-world problems,
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and holding the potential for solutions and systems that are simultaneously highly efficient,
highly secure and highly functional.

Program participants achieved a breakthrough in constructing efficient secure multi-party
computation protocols under discrete-log assumptions (see section 1.2), and the community
set forth on a foundational study of the bitcoin protocol and its underpinnings (Section 1.4).

• The Mathematical Underpinnings of Modern Cryptography. Many recent exciting
developments in cryptography have been based upon relatively new computational problems
and assumptions relating to classical mathematical structures. Prominent examples include
approximation problems on point lattices, their specializations to structured lattices arising
in algebraic number theory, and, more speculatively, problems from noncommutative algebra.
The cryptography program brought together cryptographers, mathematicians and cryptana-
lysts to investigate the algorithmic and complexity-theoretic aspects of these new problems,
the relations among them, and the cryptographic applications they enable.

Program participants made exciting progress on understanding the mathematical objects
that allow for secure code obfuscation, with several major works and continued progress (see
Section 1.3).

• Community. The cryptographic community is large, diverse in scientific background and
demographics, and geographically scattered. The cryptography program brought together
cryptographers at an unprecedented scale with the goal of fostering new collaborations and
interactions, facilitating a rapid and productive exchanges of ideas, and building a richer and
more vibrant scientific community.

Considerable effort was dedicated to community-building, and this was an unqualified success.
The program fostered new collaborations and connections, and helped to integrate young
researchers into the field. See Section 2 for a summary of some of the community-building
aspects of the program.

1 Research Highlights

We believe that the cryptography program was a resounding success, and this was echoed by par-
ticipants’ feedback. A huge part of the community studying the theory of cryptography converged 
at the Simons Institute. Recent developments and new ideas were exchanged and developed at 
an astounding rate. The scale of the gathering was unprecedented, and we are confident that its 
impact will continue to unfold in the coming years. The program’s deep and broad research im-
pact is already apparent in an array of beautiful results published by program participants in the 
past year. Participants have identified 185 works tied to the program. We highlight several of the 
program’s most notable achievements below.

1.1 Proof Systems for Delegating Computation

Proof systems allow a powerful prover to prove complex statements to a weak verifier. The power 
of efficiently-verifiable proof systems is a central question in the study of computation. The P vs. 
NP question considers the power of “classical” proof systems with deterministic polynomial-time 
verifiers. Interactive Proofs [GMR89, BM88] revolutionized cryptography and complexity theory
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by introducing interactive and probabilistic proof verification. A rich literature has studied the 
power of such proof systems for proving intractable statements to a polynomial-time verifier.

An exciting new frontier in the study of proof systems considers proofs that can be generated 
in polynomial time and verified super-efficiently, e.g. in near-linear time. This study, initiated 
in [GKR08, GKR15], focuses on proof systems for tractable statements, where verifying the proof 
should require significantly less resources than it would take to resolve the (tractable) statement

Beyond their theoretical importance, such proof systems are also motivated by real-world appli-
cations, such as delegating computation. Here, a powerful server can run a computation for a weak 
client, and provide an interactive proof of the output’s correctness, see [GKR15]. This scenario is 
increasingly relevant in the era of cloud computing.

Constant-Round Interactive Proofs for Delegating Computation. Reingold, Rothblum 
and Rothblum [174] obtained a breakthrough in the study of interactive proofs. They showed 
that every statement that can be evaluated in polynomial time and bounded-polynomial space 
has an interactive proof that satisfies strict efficiency requirements: (1) the honest prover runs in 
polynomial time, (2) the verifier is almost linear time (even sublinear under some conditions), and 
(3) the interaction consists of only a constant number of communication rounds. Prior to this work, 
very little was known about the power of efficient, constant-round interactive proofs. Their work 
represents significant progress on the round complexity of interactive proofs (even if we ignore 
the running time of the honest prover), and on the expressive power of interactive proofs with 
polynomial-time honest prover (even if we ignore the round complexity). This result has several 
applications, and in particular it can be used for verifiable delegation of computation.

Even beyond this powerful bottom-line guarantee, the work made exciting strides in the study 
of probabilistic proof systems. The construction leverages several new notions of interactive proofs, 
which are of independent interest and will (we believe) lead to further study and progress. They also 
formalize a goal of amortized proof verification: designing proof systems for verifying the correctness 
of k statements much more efficiently than can be done via k independent verifications. They show 
general theorems for amortizing the verification of rich families of interactive proofs.

This work appeared in STOC 2016, and was invited to the SIAM Journal on Computing special 
issue for that conference.

Other Highlights. Kalai, Rothblum and Rothblum [136] used recent advances in the study of code 
obfuscation to present the first family of hash functions that can be used to securely instantiate the 
Fiat-Shamir methodology [FS86], giving an automatic compiler for reducing interaction in proof 
systems. Dwork, Naor and Rothblum [93] studied the so-called “spooky” compiler for reducing 
interaction [ABOR00], showing positive and negative results on instantiating the compiler with 
standard cryptographic assumptions. Dodis, Halevi, Rothblum and Wichs [85] also studied the 
spooky compiler and its applicability to multi-prover interactive proof systems. They constructed 
“spooky encryption schemes”, which can be used to make the compiler fail (and also for positive 
applications), thus resolving another long-standing open question.

1.2 Succinct Secure Computation

Secure computation is a powerful cryptographic tool that enables distrustful parties to jointly 
emulate the correctness and privacy guarantees of a trusted third party. This provides a means for 
computing across data owned by separate entities who are unwilling to reveal the data itself, as
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well as providing a line of defense for data owned by a single individual, company, or government, 
by requiring attackers to compromise multiple separate entities in order to breach security.

Since the seminal feasibility results of the 1980s [Yao86, GMW87, BGW88, CCD88], a major 
challenge in the area of secure computation has been to break the asymptotic “circuit-size barrier.” 
This barrier refers to the fact that all classical techniques for secure computation required a larger 
amount of communication than the size of a boolean circuit representing the function to be com-
puted, even when the circuit is much bigger than the inputs. The circuit size barrier applied not 
only to general circuits, but also to useful restricted classes of circuits such as boolean formulas or 
branching programs.

The one exception to this emerged in 2009, based on a breakthrough in fully homomorphic 
encryption (FHE) [RAD78, Gen09]. FHE enables local computations on encrypted inputs, thus 
providing a general-purpose solution to the problem of low-communication secure computation. 
However, on the down side, even the best known implementations of FHE [HS15, DM15, CGGI16] 
are still quite slow. Moreover, while there has been significant progress on basing the feasibility 
of FHE on more standard or different assumptions [vDGHV10, BV14, GSW13], the set of crypto-
graphic assumptions on which FHE can be based is still very narrow, and in particular it does not 
include any of the assumptions based on hardness of factoring or the discrete logarithm problem.

Breaking the Circuit-Size Barrier in Secure Computation Under DDH. Program par-
ticipants Boyle, Gilboa, and Ishai [50] showed how to break the circuit-size communication barrier 
in secure computation for a large class of functions based on discrete logarithm type assumptions. 
These group-based techniques constitute a completely different mathematical structure from the 
lattices that underly all known approaches to FHE and succinct secure computation. Their work 
was given the Best Paper Award at CRYPTO 2016.

More specifically, the work obtained the following applications from the Decisional Diffie-
Hellman (DDH) assumption: (1) A secure 2-party computation protocol for evaluating any branch-
ing program or formula of size S, where the communication complexity is linear in the input size 
(and only the running time grows with S), (2) A secure 2-party computation protocol for evaluating 
leveled boolean circuits of size S with sublinear communication complexity O(S/ log S), and (3) A 
1-round 2-server private information retrieval scheme supporting general private database searches 
expressed by branching programs.

Perhaps most exciting about the work is that it provides a new approach to secure computation 
design: Homomorphic secret sharing (HSS). HSS is a relaxed form of FHE which enables homo-
morphic evaluation on a secret input split across two parties; it is a dual notion to function secret 
sharing [51], which was the topic of a reading group presentation at the Simons Cryptography 
program that sparked many relevant discussions toward this result and others.

1.3 The Building-Blocks of Code Obfuscation

Program Obfuscation. Program obfuscation aims to use software to emulate black-box hard-
ware for hiding secrets and comptuations over secrets. Strong notions of obfuscation notion are 
known to be unattainable [BGI+12]. Recent breakthroughs, however, have shown that a weaker 
notion of program obfuscation, known as Indistinguishability Obufscation (IO), is potentially achiev-
able [GGH+13b], and has fantastic cryptographic applications (starting with [SW14]).

However, so far, the existence of IO itself remains uncertain. Prior to the Simons cryptography 
program, all candidate IO constructions were based on so-called graded encodings [GGH13a], an
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abstract framework of algebraic structures. Graded encodings allow for the evaluation of high 
(polynomial) degree polynomials over secret encoded values, revealing only whether the output is 
zero. Furthermore, the security of these IO constructions rely on strong assumptions on graded 
encoding schemes. Despite extensive efforts to instantiate graded encodings from integer lattices, 
vulnerabilities were demonstrated in all instantiations proposed thus far.

IO from Constant-Degree Graded Encodings. Therefore, understanding “what objects and 
assumptions are sufficient for achieving IO?” is a central question in the theory of cryptography. 
During the Simons summer program, Lin [150] took an exciting step and showed that to achieve 
IO, we do not necessarily need the full power of general graded encodings: a much weaker version, 
called constant-degree graded encodings, suffice. Constant-degree graded encodings only support the 
evaluation of constant-degree polynomials (her work also assumes the existence of pseudo-random 
generators with constant locality and polynomial stretch, as well as the hardness of learning with 
errors). This paper received a Best Paper Honorable Mention at the Eurocrypt 2016 conference 
(awarded to the top three submissions to that conference). Soon after that, Lin and Vaikuntanathan 
[152] presented a new IO construction whose security was based on a much weaker assumption on 
constant-degree graded encodings. This assumption is in the sprit of the classical Decisional Diffie-
Hellman (DDH) assumption.

The two above works significantly simplified and weakened the objects and assumptions needed 
for achieving IO, and natually led us to the question “how much can we narrow the gap between 
objects and assumptions that imply IO, and well-studied ones?” In particular, bilinear pairing 
groups, well-studied mathematical objects, are themselves a weak version of graded encodings, 
which support evaluation of only quadratic polynomials. Two very recent works by program par-
ticipants [AS16, Lin16] make further strides in narrowing the above gap. They show that graded 
encodings for just degree-5 polynomials already suffice for achieving IO (assuming also the existence 
of pseudo-random generators with output locality 5 and the hardness of learning with errors). In 
particular, Lin’s construction [Lin16] relies on a direct generalization of bilinear pairing groups to 
degree 5, with the classical DDH assumption.

We believe that these works will lead to further progress in simplifying and weakening the 
objects and assumptions that imply IO, deepening our understanding of this fundamental object, 
and moving towards the eventual goal of basing the existence of IO on well-studied assumptions.

Cryptanalysis of Multilinear Maps. Cryptographic multilinear maps (aka graded encoding) 
are recent and very powerful cryptographic tools. During the special semester in Simons we worked 
on constructing and breaking recent constructions. Several variations on existing schemes were 
described in by Halevi [120] Some new variants that we were considered were quickly broken by 
Brakersky et al. [57]. Also the work done as part of the cryptogrpahy program formed the basis for 
the work on “Annihilation attacks for multilinear maps” by Miles, Sahai and Zhandry [160], which 
are currently the most potent form of attacks on GGH13-based constructions.

1.4 Moderate Hardness and Its Applications

A new direction fostered and expanded in the program was studying moderate cryptographic hard-
ness and it’s applications, especially in light of the recent widepsread adoption of the bitcoin 
protocol, originally proposed by Nakamoto [Nak08, Nak09]. This burgeoning literature studies
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the bitcoin protocol itself, models its security properties, suggests alternatives, and considers the 
theoretical underpinning of moderate hardness.

Analyzing the bitcoin backbone. Studying the security properties of the bitcoin protocol 
itself has emerged as a central challenge for cryptography. The bitcoin protocol is described by 
its implementation and, as such, is hard to analyze directly. For this reason, Garay, Kiayias and 
Leonardos [GKL15] extracted its core consensus building component, the bitcoin “backbone”, and 
then presented an analysis from a provable security point of view. The introduced a formal ad-
versarial model, relevant security properties, and proof techniques suitable for arguing the security 
of the protocol. Importantly, an explicit problem statement was now available: a blockchain pro-
tocol is secure if it satisfies two properties called persistence and liveness; security properties of 
the blockchain data structure were also put forth, called common prefix and chain quality. This 
work left open a number of questions that were tackled in the course of the program. For instance, 
Kiayias and Panagiotakos [KP15] studied the necessary requirements for proving persistence and 
liveness, while Pass, Seeman and Shelat, [PSS16], extended the adversary to the semi-synchronous 
setting. Finally, the analysis of one of the most intricate aspects of the bitcoin implementation, the 
way the protocol adjusts itself to accommodate an evolving population of participants was analyzed 
by Garay, Kiayias and Leonardos in [GKL16].

Alternative blockchain protocols. The above results have provided an initial outline of the 
problem of blockchain protocol design and in this way motivated further questions regarding the 
optimality of the bitcoin protocol as a solution to that problem. In this direction, Kiayias and 
Panagiotakos [KP16] studied the GHOST rule for reaching consensus in blockchain protocols and 
introduced new proof techniques that take into account trees of blocks (as opposed to chains). Pass 
and Shi [170] put forth a new blockchain protocol that has a fair chain property. This thwarts 
attacks like “selfish mining”, which affect the reward mechanism of the bitcoin blockchain. A second 
protocol by Pass and Shi [171] scales better than bitcoin, and does so by adopting an innovative 
hybrid approach.

Memory hard functions. Proofs of Work [DN92] are at the core of many blockchain protocols. 
An important primitive for realizing proofs of work is memory hard functions such as “scrypt.” 
Analyses of memory hard functions often use tools from graph pebbling, as pioneered by [DGN03]. 
Alwen, Chen, Kamath, Kolmogorov, Pietrzak, and Tessaro [8] proved the memory hardness of 
Scrypt under a set of well defined assumptions. Subsequently, program participants Alwen and 
Blocki, [7], put forth techniques for analyzing the security of practical memory hard functions 
and presented attacks against recent proposals for such functions including Argon2i and Balloon 
Hashing.

1.5 Non-Malleable Cryptography

The goal of non-malleable cryptography is developing the tools and techniques required to secure 
computer systems against tampering attacks. Non-malleable commitments [DDN91] require that 
a man-in-the-middle (MIM) attacker should not be able to tamper with a given commitment and 
produce a commitment to a related value. Commitments are often used as the paragon example 
for non-malleable primitives because of their ability to almost “universally” secure higher-level
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protocols against MIM attacks. Non-malleable commitments have been foundational to designing
round-efficient secure computation protocols, secure computation protocols over the internet, and
even in areas as diverse as position-based cryptography. Somewhat surprisingly, techniques from the
area of non-malleable commitments have even found application is designing information theoretic
objects such non-malleable extractors and codes [CGL16], which in turn, have been found useful
in resolving a long-standing open problem regarding designing two-source randomness extractors
[CZ16]. A key measure of efficiency for non-malleable commitments is the number of rounds (i.e.,
the number of messages exchanged) the commitment protocol requires. Over the past two decades,
several work have studied the round complexity of non-malleable commitments.

Program participants Goyal, Pandey, and, Richelson [116] obtained a new protocol with the
following features, resolving a long standing open problem.

• The protocol has only three rounds of interaction. Pass [Pas13] showed an impossibility
result for a two-round non-malleable commitment scheme w.r.t. a black-box reduction to
any “standard” intractability reduction. Thus, this resolves the round complexity of non-
malleable commitment at least w.r.t. black-box security reductions. Their construction is
secure as per the standard notion of non-malleability w.r.t. commitment.

• Their protocol is truly efficient. In their basic protocol, the entire computation of the commit-
ter is dominated by just three invocations of a non-interactive statically binding commitment
scheme, while, the receiver computation (in the commitment stage) is limited to just sampling
a random string. Unlike many previous works, they directly construct a protocol for large
tags and hence avoid any non-malleability amplification steps.

• Their basic protocol is based on a black-box use of any non-interactive statistically binding
commitment scheme. Such schemes, in turn, can be based on any one-to-one one-way function
(or any one-way function at the cost of an extra initialization round). The basic protocol is
secure against synchronizing adversaries, which is sufficient in application like secure multi-
party computation. The construction against general adversaries requires a slightly stronger
assumption and a higher number of invocations of the underlying commitment scheme.

• Their construction is public-coin and makes use of only black-box simulation. Prior to their
work, no public-coin constant round non-malleable commitment schemes were known based
on black-box simulation.

The techniques used are of independent interest as well. As a main technical tool, they rely 
on non-malleable codes in the split state model. In addition, they also present a (different) simple 
construction of constant-round non-malleable commitments from any one-way function. While this 
result is not new, the main feature is its simplicity compared to any previous construction of non-
malleable commitments (in any number of rounds). The simple construction uses non-malleable 
codes in the split state model in a black-box way.

Given the lower bound of Pass [Pas13], three rounds could be considered to be a natural “barrier” 
on the round efficiency of non-malleable commitments. In their recent work, Goyal, Khurana, and, 
Sahai [115] construct only two-round non-malleable commitments, thus bypassing this barrier. 
Their protocol consists of two unidirectional messages by the committer (with no message from 
the receiver), and is secure against all polynomial-time adversaries in the synchronous setting. The 
protocol assumes only one-to-one one-way functions and achieves the notion of non-malleability
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w.r.t. opening. Their techniques depart significantly from the commit-challenge-response structure
followed by nearly all prior works on non-malleable protocols in the standard model. In addition,
the techniques gives renewed hope that a non-interactive (i.e., 1-round) non-malleable commitment
scheme may finally be within reach.

2 Program Activities

The program was anchored by a successful “Bootcamp”, offering a whirlwind tour of the latest
and greatest developments in the field, as well as workshops on “Securing Computation” and “The
Mathematics of Cryptography”, developing the themes outlined above. These were all extremely
well attended. Throughout the program, the Simons Institute was positively buzzing with scientific
activity. On most days, every corner of the building was taken over by different groups working on
exciting new projects and collaborations. While much of this energetic activity was unstructured,
several structured activities added richness and depth to the program.

• Historical Papers. This weekly series consisted of talks about seminal papers that had,
and continue to have, long-lasting impact in cryptography and beyond. The talks discussed
not only the works themselves, but also their historical context and, more broadly, the field’s
evolution and the works’ impact both in and out of cryptography. The talks were recorded
and accessible to a wide audience.

• Reading Groups: Cryptography, Obfuscation, Differential Privacy. A weekly (and
occasionally twice-weekly) reading group encompassed talks on wide-ranging topics in cryp-
tography. A second weekly reading group focused on differential privacy. Shai Halevi or-
ganized an obfuscation reading group, whose goal was to fish out a simple obfuscation con-
struction from the literature at that time that is implementable. These reading groups were
well-attended and successfully provided a venue for participants to delve deeper into specific
questions and results.

• Student and Fellows lunches. A weekly lunch provided an opportunity for students to
network with the more senior programs participants. Small groups of students were randomly
assigned to share a table with an experienced researcher, providing them with a valuable
opportunity to receive guidance and advice, and to network among themselves. The weekly
fellows lunch provided an excellent venue for the fellows to get to learn about each others’
work, building collaborations and community.

• Student Mentoring. An initiative by program participant Alon Rosen brought together
students and senior researchers to discuss interesting papers in the format of a one-on-one
(or many-on-one) presentation and conversation. This facilitated interactions between par-
ticipants and provided an opportunity for the students and the researchers to get to know
each other and a new topic.

Finally, a reunion workshop in August 2016 showcased the deep and broad scientific contribu-
tions made by program participants. The emphasis was on “deep dives” into central results, but 
all participants had an opportunity to present their works. Two panel discussions generated set 
the stage for discussion and contemplation of progress made and directions for the future. Most 
importantly, this workshop provided ample opportunities for new and continued collaborations, 
setting the stage for further scientific progress.
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