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Fun with Crypto SDPs



(Weak) Coin-Flipping

Cheating definitions

P} o := max Pr|Alice can force outcome 0]

4 A Pg ; := max Pr|Bob can force outcome 1]
Weak o
Coin-Flippin
- l PP T /
1 . We have good

weak coin-flipping protocols
(Mochon 2007/, lordanis’ talk)



(Strong) Coin-Flipping

Cheating definitions

4 s
/{ 4 ﬂ\ S Y
é& ¢ ‘| P} o := max Pr|Alice can force outcome 0]
e P} ;| := max Pr[Alice can force outcome 1
Pg o = max Pr[Bob can force outcome 0
4 A Pg 1 := maxPr[Bob can force outcome 1]
Strong
Coin-Flipping
- l l /
d a

Optimal strong
coin-flipping protocols?



(Strong) Coin-Flipping

94 : .
L= | Optimal Bounds
Q| =
éﬁ i P} oPg.o > 1/2 for every protocol [Kitaev 2002]
- ~ |Gutoski, Watrous 2007
Strong

Coin-Flippin

i pping
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(Strong) Coin-Flipping

X °
s U Optimal Bounds
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P} oPg.o > 1/2 for every protocol [Kitaev 2002]
Gutoski, Watrous 2007
4 ) | |
Strong max{ P} o, Pi1; Pho Piat <1/V2+e
C0|n-F|Ipp|ng | is possible for énoy e >0
\_ ) [Chailloux and Kerenidis 2009]
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2 1 Based on weak coin-flipping!



(Strong) Coin-Flipping

Optimal Bounds

5;
& P} oPg.o > 1/2 for every protocol [Kitaev 2002]
- ~ |Gutoski, Watrous 2007]
Strong max{ P70, PA1 Phor P}t <1/vV2+e
COin-FIi in is possible for any € > 0
\_ PPINg ) [Chailloux and Kerenidis 2009]
2 1 Based on weak coin-flipping!

How can we find good and simple ﬁom%uppiv\g protocols?

How do we prove coin-flipping protocol securiby?



Bad Coin-Flipping
Protocol

Alice chooses Bob chooses b
uniformly at random uniformly at random

Alice sends 2 to Bob
—

Bob sends b to Alice
<

Alice outputs Bob outputs
® b ® b



Bad Coin-Flipping
Protocol

Alice chooses a Bob chooses b
uniformly at random uniformly at random

Alice sends 2 to Bob

sending
>

Bob can change it and
Bob sends b to Alice \  Alice wouldnt know

« > better 7
Alice outputs Ph,=P,,=1 Bob outputs

a®b 2a®b



Bad Coin-Flipping

Protocol
Alice chooses 2 Bob chooses b
uniformly at random unlformly at random
Alice sends 2 to Bob BeFore sendlng b
f i Bob can change it and
i Alice cannot cheat at all | o : 7
/ Bob sends b to Alice Alice wouldnt know p
Alice outputs Pho=Ph,=1 Bob outputs
a®b a®b

PZZ,oZPZ,l:l/Q



Bad Coin- th e

+dndom

fore sendlng b,
Bob can change it and
B Alice \  Alice wouldnt know
S better _~

S Bob outlfuts



Quantum Coin-Flipping
Protocol Construction

Alice creates 2 in superposition
Controlled on a, she creates

|¢a> _— Z \V/ Oéa,,:c‘xa $>

for some probability vector ¢,

Thus, she creates the state below:

Z—\a a Z\/aa@ T, x)
AR T

For Alice For Bob Extra x for cheat detection




Quantum Coin-Flipping
Protocol Construction

Bob creates b in superposition
Controlled on b, he creates

Dp) Z’\/ B y‘y Y)

for some probablllty vector (3,

Thus, he creates the state below:

Z Ibbz\/ﬁby\yy
AKX T

For Bob ForAlice Extray for cheat detection




Quantum Coin- Fllpplng
Protocol

Alice creates the quantum state Bob creates the quantum state
1
Z \a a Z\/Oéa,a: ‘.CL‘ .CC> ’¢> .= Zﬁ’ba b>z \V/ Bb,y ‘yay>
b Y
4 )
Alice sends x; (from second x register) to Bob
Fori= 1| ton | > .
Bob sends yi (from second y register) to Alice
-
. J

Alice sends to Bob

>
Bob:ends b,y to Alice

Alice measures to determine: Bob measures to determine;
(1) The value of 2 ® b (I) The value of a ® b

(2) If Bob cheated (2) If Alice cheated



Quantum Coin- Fllpplng

é}; Protocol
Alice creates the quantum state Bob creates the quantum state
1 : 1
Y) = 7% a) D Naazlre) gy =) 7 > By [y y)
a x , b Y

aax X|X2X3 bby yiy2y3



Quantum Coin- Fllpplng

é}; Protocol
Alice creates the quantum state Bob creates the quantum state
1 : 1
Y) = 7% a) D Naazlre) gy =) 7 > By [y y)
a x , b Y

aa X X2X3 bby x1yi1y2y3



Quantum Coin- Fllpplng

é}; Protocol
Alice creates the quantum state Bob creates the quantum state
1 : 1
Y) = 7% a) D Naazlre) gy =) 7 > By [y y)
a x , b Y

aa XYy |xX2X3 bby x1Yy2Y3



Quantum Coin- Fllpplng

é}; Protocol
Alice creates the quantum state Bob creates the quantum state
1 : 1
Y) = 7% a) D Naazlre) gy =) 7 > By [y y)
a x , b Y

aa X Y| X3 bby xix2y2Y3



Quantum Coin- Fllpplng

é}; Protocol
Alice creates the quantum state Bob creates the quantum state
1 : 1
Y) = 7% a) D Naazlre) gy =) 7 > By [y y)
a x , b Y

aaXYyl1y2Xs3 bby xix2y3



Quantum Coin- Fllpplng

é}; Protocol
Alice creates the quantum state Bob creates the quantum state
1 : 1
Y) = 7% a) D Naazlre) gy =) 7 > By [y y)
a x , b Y

aaxyiy2 bby xix2x3Y3



Quantum Coin- Fllpplng

é}; Protocol
Alice creates the quantum state Bob creates the quantum state
1 : 1
Y) = 7% a) D Naazlre) gy =) 7 > By [y y)
a x , b Y

a2 X YIy2Y3 bby xix2x3



Quantum Coin- Fllpplng

é}; Protocol
Alice creates the quantum state Bob creates the quantum state
1 : 1
Y) = 7% a) D Naazlre) gy =) 7 > By [y y)
a x , b Y

ayiy2ys bby ax xx2x3



Quantum Coin- Fllpplng

é}; Protocol
Alice creates the quantum state Bob creates the quantum state
1 : 1
Y) = 7% a) D Naazlre) gy =) 7 > By [y y)
a x , b Y

aby yiy2ys b a X X|X2X3



Quantum Coin- Fllpplng

é}; Protocol
Alice creates the quantum state Bob creates the quantum state
5 1 —
Z ‘a’ a Z‘\/ OCGJCC ‘ZC $> : ’¢> .= Zﬁ’ba b>z Bb,y ‘yay>
: b Y
Outcome!

y y1y2ys3 b a X X|X2X3

Alice “measures’ to learn 2 and b.

Depending on b, she measures vy, ‘¢b Z \/ﬁb Y ‘y y

Y1, Y2 Y3 to see if it’s in the state




Quantum Coin- Fllpplng

é}; Protocol
Alice creates the quantum state Bob creates the quantum state
' 1
Z ‘a’ a Z V %) y L ‘ZC $> E ’¢> .= Z ﬁ’ba b> Z \V/ Bb,y ‘yay>
: b Y

Bob cheated?

ab@qyzyg b a X X|X2X3

Alice “measures’ to learn 2 and b.

Depending on b, she measures vy, ‘¢b Z \/ﬁb Y ‘y y

Y1, Y2 Y3 to see if it’s in the state




Quantum Coin- Fllpplng

i Protocol

¢

Alice creates the quantum state

Z \aaz\/@\x@

aby yiy2ys

Bob “measures” to learn a and b.

Depending on 2, he measures x,
X1, X2, X3 to see if it’s in the state

Bob creates the quantum state

— Z %’b, b> Z V Bb,y ‘ya y>

Outcome!?




Quantum Coin- Fllpplng

i Protocol

¢

Alice creates the quantum state

Z \aaz\/@\x@

aby yiy2ys

Bob “measures” to learn a and b.

Depending on 2, he measures x,
X1, X2, X3 to see if it’s in the state

Bob creates the quantum state

— Z %’b, b> Z V Bb,y ‘ya y>

Alice cheated!?

b a(m)

|wa . Z \/Oéa,,a? |QZ,$>




Calculating the cheating
probabilities as SDPs

_ Probability Bob

; outputs “0”
Pjo= sup
S.t r'x, (0'1) — ‘¢><¢’
I'X, (0'2) = Iry, (0'1)
Tan (O-n) — r__jl”yn_l(o'n_l)
Trx a(or) = Try,(on)
o, = 0

Variables are Bob’s y Py
quantum states *
throughout the protocol

Alice cannot alter
all of Bob’s state




Yl

) (]
Try, (01)

Iry, _ (op—1)
Try (o)




rjrXQ (0-2) — TrYl (01)
TI‘X (O‘n) — Tl‘yn_l(a'n_l)
Trx alop) = Try,(on)
O i 0

mer (81) = 1
rerQ (82) = 81 ®éy
Tra(s) = s, Rey,
s,s; > 0



rjrXQ (02) — TrYl (01)
Trx,(on) = Try,_,(0n-1)
Trx alop) = Try,(on)
0 i 0

Polytope!

IV




Not a
polytope!

Polytope!




Not a
polytope!

Polytope!




Not a
polytope!

Polytope!

Similar SDPs and reductions for the other cheating probabilities



We have SDP formulations
(and their simplifications)

Cheating (Bob's SDP)

(Quantum Protocol)
" (Alice’s SDP)
|




Point Games!

Duali
Primal < Y = Dual

Dualit
Cheating (Bob's SDP) ’_(Bob's Dual SDP)

\

(Quantum Protocol) (Quantum Point Game)

\ /

" [Alice’s SDP) (Alice’s Dual SDP)
[ [




Point Game ldea

® Start with two points [1,0] and [0, 1], each
with probability 1/2. The idea is to merge
the points/probabilities into a single point

® Points are eigenvalues of dual variables. The
idea is to strip away the “messy basis
information”

® Notation: “q [x,y]” is point [x,y] with
probability g



Basic Point Game Moves

Point Raising: ale,yl = ala’,y] (@' > 2)

Point Merging: Zq zi,y] — (Zq) { #qw,



Easy Point Game

/2

—



Easy Point Game

Raised | point

| /2 |



Easy Point Game

Merged two points

/

Sy

| /2 |



Easy Point Game

!

Final point

| /2 |



Another Easy Point Game

1/2

— 0



Another Easy Point Game

Raised this point

/

1/2

—



Another Easy Point Game

| Merged
-~ two points

1/2

Final point




Another Easy Point Game

1/2

Final point




Basic Point Game Moves

Point Raising: ale,yl = ala’,y] (@' > 2)

Point Merging: Zq zi,y] = (}n:q) {%}1”4

Point Splitting: (i %)




Bob’s Dual

(wl)fl?l > ZQJQ (w2)$1791,$2
(wQ)-ﬂUl Y1,T2 > ng (w3)331,y1,962,y2,333
(Wn)zrgrran = 2oa %aa,g}va,y
Diag(ve) = +/BavBa



Bob’s Dual

(wl)fb‘l > ng (w2)$1,y1,$2
(w2)$17y1,962 > ng(w?))xl,yl,xz,yz,iﬁ?,
(wn)wl,yl,...,wn Z
Diag(va) =




U
bouilzle:)n BO b’S Dual

cheating

Point Merges

\(wQ)ZUl yY1,T2

wg)xl yY1,L2,Y2,L3

V ﬁ a §

Point Raises ”~

Point Splits



Alice’s Dual

AVARLY,

Y IV .-

Zyl (Z2)331 Y1
2.

Yo (Z3)$1,y1,5€2792

(Zn+1)96,y

%5a,y\/aa\/O‘GT




A|iCe’s DUa|

UPPer bounds

Alice cating Point Merges

Point Raises




Duals

I O R T T W e T B P P A e S T o B I g ) D T R R e A T O ey SRy L < SO YRR Py < P Dy B B R ey e s Lo o s i Ry B T i Lo o i Bt F e e s e o L

ZxQ (wQ):Ul yY1,T2

>
(w2)$1,y1,$2 > ng(w3)$1,y1,$2,y2,$3

1
ZCL §Oéa’7xvaay

>
: T }
Diag(ve) = BavBa

2y, (22)z1 0
2.

Yo (Z3)5B1,y1,=’132,y2

AVARY,

(Zn+1)w,y

c
Y IV o

1 T 3
§5a,y\/aa\/aa 3



Quantum Point Game (| of 3)




Quantum Point Game (2 of 3)

X X >
X X > <o




Quantum Point Game (3 of 3)

> o

. >




Quantum Point Game (3 of 3)

- >

> o

Final point [¢5.1,C4,0




Point Game Usefulness

—h

Final point [¢5.1,C4,0




Point Game Usefulness

Weak Duality: Py ; < (B
PZ,() S CA,O

Strong Duality: Pg; = (B

PZ,O = GA0
is possible

1

Final point [¢5.1,C4,0




Point Game ’ SS

oW \




Point Game Usefulness

Weak Duality: Py ; < (B
PZ,O < 64,0 1

Final point [¢5.1,C4,0

Strong Duality: Pg; = (B

PZ,O = GA0
is possible

Can be paired to bound the
other two cheating probabilities
as well 1




Point Game Usef" ‘ess

Can be paired bound the
other two cheating probabilities
as well 1




(Quantum) SDP
/N

Setting

\'%
(Classical) LP

Measurement

Classical Point Games!

Duality

Primal <

= Dual

Dualit
Cheating (Bob’s SDP) / (Bob's Dual SDP) g4 jutions

(Quantum Protocol)

(Classical Protocol)

\

Polytope

\

(Quantum Point Game)

" [Alice’s SDP) (Alice’s Dual SDP)
Restricted F.R.
Point Splitting
s LP) (Bob's Dual LP)
\
(Classical Point Game)

Alice’s LP)

(Alice’s Dual LP)




Classical Point Game
(Favouring Cheating Alice)

Final point




Classical Point Game
(Favouring Cheating Bob)

1 e > Final point




Quantum security from
studying classical protocols...

® We have a classical equivalence as well
® C(lassical point games have large final points
® C(lassical coin-flipping protocols are insecure

® At most one party can cheat perfectly (holds in
the classical and quantum case)

® Quantum protocols (of this form) cannot saturate
Kitaev’s lower bound



Open questions

Can we find optimal protocols within this family?
(We conjecture 3/4 is optimal from numerical tests)

Can time-independent point games (TIPGs) be used
to simplify things?

Can we find point games for strong coin-flipping?

What are the optimal solutions to the SDPs!?



Open questions

Can we find optimal protocols within this family?
(We conjecture 3/4 is optimal from numerical tests)

Can time-independent point games (TIPGs) be used
to simplify things?

Can we find point games for strong coin-flipping?

What are the optimal solutions to the SDPs!?

Thawnie 30%!



