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The (distributed) setting

* Users have data (observations)

e Center wants to learn from this data
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The (distributed) setting: example

* Users have data X,,...,X,

A oPersonaldata
~—1

o Observations i.i.d. from some distributionp

* Can we learn the counts/frequencies/histogram?

o To learn about the users' preferences
o To learn about the underlying data distribution
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The (distributed) setting

* Users have data (observations) X,,..., X, (fixed or i.i.d.)
* Users have constraints: privacy, bandwidth, ...

* Center has . e.g., maximize utility given n users (minimize number)
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What is private?

* (Central) Privacy: Trust the Center
* Local Privacy: Trust Nobody

* Shuffle Privacy: Trust The Middle Box

Three variants of
Differential Privacy
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A Differential privacy [DMNS06, KLNRS11]
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Histograms: what do we need?

"

 Simple, efficient protocols

* Low communication

* Non-interactive

* No public randomness

* Good error...

* ...Including in the low-privacy regime



Histograms: what do we need?
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For Lookup Hints, Apple uses a privacy budget with epsilon of 4, and limits user
contributions to two donations per day. For emoji, Apple uses a privacy budget with
epsilon of 4, and submits one donation per day. For QuickType, Apple uses a privacy
budget with epsilon of 8, and submits two donations per day.

For Health types, Apple uses a privacy budget with epsilon of 2 and limits user
contributions to one donation per day. The donations do not include health
information itself, but rather which health data types are being edited by users.

For Safari, Apple limits user contributions to 2 donations per day. For Safari domains
identified as causing high energy use or crashes, Apple uses a single privacy budget
with epsilon of 4. For Safari Auto-play intent detection, Apple uses a privacy budget
with epsilon of 8.
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https://www.apple.com/privacy/docs/Differential_Privacy_Overview.pdf



A detour (?)
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A detour (?)
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A detour (?)
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Back in track
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It doesn't go to O...

Expected error (bound) for n=100, k=10000, as a function of €

20r
15f

—— BASELINE(100, 10000)
1or RAPPOR1(100, 10000, €)
03




What can we do?



What can we do?
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It goes to O!

Expected error (bound) for n=100, k=10000, as a function of €
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What else can we do?
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Remember Hoeffding?
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Remember Hoeffding?
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Remember RAPPOR?
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SO...

" 'RAPPORACHIEVESTHE
SAME ERROR OUT-OF-THE-BOX! Sll WE'RE DONE, RIGHT
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We couldn't prove a matching lower bound...
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Local Glivenko-Cantelli [CK23]
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Local Glivenko-Cantelli [CK23] + RAPPOR
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Local Glivenko-Cantelli [CK23] + RAPPOR
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We did nothing, and it got better!

Expected error (bound) for n=100, k=10000, as a function of €
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RAPPOR3(100, 10000, €)

min(RAPPOR2(100, 10000, €), RAPPOR3(100, 10000, €))



Also, this is optimal*
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Summary

Algorithms can "improve" without any modification

Can we go beyond RAPPOR? (yes: work in progress)

Even for "solved" problems, there is so much we don't know!

Trying to prove lower bounds is useful

Not mentioned here: beyond worst-case, and other protocols
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The plot thickens
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